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authorization(s) to dispense controlled
substances of each registrant being
granted permission to sign electronic
prescriptions for controlled substances
are current and in good standing.

(c) After one individual designated
under paragraph (a) of this section en-
ters data that grants permission for in-
dividual practitioners to have access to
the prescription functions that indi-
cate readiness for signature and sign-
ing or revokes such authorization, a
second individual designated under
paragraph (a) of this section must use
his two-factor authentication creden-
tial to satisfy the logical access con-
trols. The second individual must be a
DEA registrant.

(d) A registrant’s permission to indi-
cate that controlled substances pre-
scriptions are ready to be signed and to
sign controlled substance prescriptions
must be revoked whenever any of the
following occurs, on the date the occur-
rence is discovered:

(1) A hard token or any other authen-
tication factor required by the two-fac-
tor authentication protocol is lost, sto-
len, or compromised. Such access must
be terminated immediately upon re-
ceiving notification from the indi-
vidual practitioner.

(2) The individual practitioner’s DEA
registration expires, unless the reg-
istration has been renewed.

(3) The individual practitioner’s DEA
registration is terminated, revoked, or
suspended.

(4) The individual practitioner is no
longer authorized to use the electronic
prescription application (e.g., when the
individual practitioner leaves the prac-
tice).

§1311.130 Requirements for estab-
lishing logical access control—Insti-
tutional practitioner.

(a) The entity within an institutional
practitioner that conducts the identity
proofing under §1311.110 must develop a
list of individual practitioners who are
permitted to use the institutional prac-
titioner’s electronic prescription appli-
cation to indicate that controlled sub-
stances prescriptions are ready to be
signed and to sign controlled substance
prescriptions. The list must be ap-
proved by two individuals.

§1311.135

(b) After the list is approved, it must
be sent to a separate entity within the
institutional practitioner that enters
permissions for logical access controls
into the application. The institutional
practitioner must authorize at least
two individuals or a role filled by at
least two individuals to enter the log-
ical access control data. One individual
in the separate entity must authen-
ticate to the application and enter the
data to grant permissions to individual
practitioners to indicate that con-
trolled substances prescriptions are
ready to be signed and to sign con-
trolled substance prescriptions. A sec-
ond individual must authenticate to
the application to execute the logical
access controls.

(c) The institutional practitioner
must retain a record of the individuals
or roles that are authorized to conduct
identity proofing and logical access
control data entry and execution.

(d) Permission to indicate that con-
trolled substances prescriptions are
ready to be signed and to sign con-
trolled substance prescriptions must be
revoked whenever any of the following
occurs, on the date the occurrence is
discovered:

(1) An individual practitioner’s hard
token or any other authentication fac-
tor required by the practitioner’s two-
factor authentication protocol is lost,
stolen, or compromised. Such access
must be terminated immediately upon
receiving notification from the indi-
vidual practitioner.

(2) The institutional practitioner’s
or, where applicable, individual practi-
tioner’s DEA registration expires, un-
less the registration has been renewed.

(3) The institutional practitioner’s
or, where applicable, individual practi-
tioner’s DEA registration is termi-
nated, revoked, or suspended.

(4) An individual practitioner is no
longer authorized to use the institu-
tional practitioner’s electronic pre-
scription application (e.g., when the in-
dividual practitioner is no longer asso-
ciated with the institutional practi-
tioner.)

§1311.135 Requirements for creating a
controlled substance prescription.

(a) The electronic prescription appli-
cation may allow the registrant or his
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